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‘Objectives

"?

S/ After successful completion of the course the trainees
should be able to execute the following activities.
® To understand basic network design for IP Telephony.

©® To suggest a optimized network design according to the VolP system
usage and its network status.

©® To trace down the VolP quality problems occurred in VolP system.

© Samsung Electronics Co., Ltd.
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Overview

© Network Design for VolIP system is different from
general network design in that it focuses more on
efficient RTP packet transmission than Data packet.

© Voice quality is significantly affected by how much
network design is optimized to the VolP system use and
Its network status.

© Having a proper network design is a essential and
prerequisite for a successful VolP system.



: Wﬁmheck Point Procedure i

w®

Networ us Check using Ping Plotter
(or other available s/w i.e., Chariot)

Is Network Status Yes
Good?

No

Follow the basic network design guide

s Delay more than Yes
150ms?

No Re-Configure Router settings an
Diagnose physical network connection

Yes

than 10 %?
No

(Refer to Case Study)

© Samsung Electronics Co., Ltd.
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Basic Network Design Guidelines
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® Hosts a small number of VolP users. (20-50).

©® Suitable for Newly constructed VolP system with which no legacy
system is inter-operated.

© Samsung Electronics Co.,
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‘Bdsic Stand-Alone System I
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© Basic Stand-Alone System with Legacy
® Hosts a small number of VolP users. (20-50).
©® Suitable for VolP system having legacy system inter-operated with.

@ |P Phone under local network uses Media Gateway to send/receive
RTP packets.

Router Firewall

© Samsung Electronics Co., Ltd.
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© VolIP system in HQ-Branch Office Configuration
® Suggested for a middle sized or bigger VolP system.
® Hosts a large number of VolP users. (50 or more).
® VolP and Data packets are transferred over WAN.

Soft Phone

© Samsung Electronics Co.,
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Packet Loss

* More than 10% of Packet
loss which normally lasts for
seconds

» Packet loss between
backbone and router within
HQ office detected

e Occasional over traffic
caused by excessive network
connection degraded system
performance

» Packet loss decreased to almost
0 % from 10 %

» Re-design network configuration
so that network packet can be
directly handled by the Router

» Solved looping problem caused by
duplicated backbone

» Solved traffic problem happened
by garbage data from internal
broadcasting equipments

Packet Delay

9

» Packet transmission delay
between HQ office and
Branch office detected

» Packet delay decreased to tens of
ms’ from seconds

* ATM network check done by
Korea Telecom _

« QoS method changed from FIFO |
to Fair Queue

© Samsung Electronics Co.,
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EIWOIK Header Quarter Office

Backbone \ -

B
Packet Loss being SENg
occurred by ""I*'
excessive network »~ 7=~/ Section 1N o
traffic / {:irewalll

\

é@sco Router
98.24.251.1

__________ Packet Delay happening by

/ Dedlc ted for Dedicated ATM connection
\ Data etwo VoIP ork,

and router settings

>isco Router
/ 98.24.251.2

Section 2 :
EmPe Firewall & Switch | NELWO  Status Check

Ping
—

ViR Pegltec

Branch Office

© Samsung Electronics Co., Ltd.
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! PingPlotter

File Edit Wiew Help
e I Adoress to Trace Target Name: N/A
|8 2e 2811 | 101-500 624251 2 P 98.24.251.2 101-500
106 5 15004 | Fog Hn | M | Ca Graph e [Ava] Min | Max | Cur| Graph e
TRS M AR I 00 R ——— R E T A 09824985 0 o 655 0
16213881 : [T 16213881 0 9824986 1 o 629 1
?:;”Bgm IsZinE st 0 99.24.251.2 123 7 11541m48
il Ll =
106544 41 Skt Round Tri 123 7 1154048
165 217 1 165.213.80183
16203002 1621388201

l:#:lu f-n--am-;“

Graph time = 30 min

Route Changes

Route Changes L /_
[10050511 2129817 A ||
|2005-05-21 2E 171816
| 20050521 24 124742

Laongog s Odearates S50
Samping

0%

Sampiing
#of times to trace

Statistics
Samples to include:

m u
_ o3 Z006.0031T0%2s | 2006.06.21T10.368 0060621110 a0 00606211 T00506.21 T006.05- 210 66a

_Trace Count: 13171 Displayed Sarnples: 6032 ta 11091
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Edit

Miew

Window Help

Run

B pepEpe

|ALL TCPISCRIEP1IEP2I sQ I PE I PC I

 F @] a_netfm”

Test Setup I Thrnughputl E VDIPI E Cne-Way Delay

IE .Jitterl Faw Data Totals I Endpoint Configuration I Dratagram I
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Timing Records | Bytes Sent Bytes Received| Bytes Lost from | Percent Bytes Lost| E1 Throughput| Maximum Consecutive | Measured
Group Run Status Completed by E1| by EZ(Streaming) E1 to EZ E1 to EZ2 (Mbps) Lost Datagrams | Time {zec)| P
i = Al Pairs 4,708 14,136,000 14,114,400 21,600 0.153 25
i Pair 1 Finished =] 1,767,000 1,764,030 2,920 0,165 0,008 25 1,767,689
i Pair 2 Finished 569 1,767,000 1,767,000 u] 0,000 0,008 [u] 1,767,560
[T} Pair 3 Finizhed 589 1,767,000 1,764,080 2,920 0,165 0,008 25 1,767,696
"'} Pair 4 Finished 589 1,767,000 1,767,000 a 0,000 0,003 1] 1,767,667
'] Pair 5 Finished 587 1,767,000 1,758,520 §.480 0,430 0,003 23 1,767,731
i Pair 6 Finizhed 589 1,767,000 1,767,000 u] 0,000 0,008 [u] 1,767,641
i Pair 7 Finizhed 587 1,767,000 1,759,720 7,280 042 0,008 22 1,767,712
[T} Pair & Finizhed 5569 1,767,000 1,767,000 u] 0,000 0,008 [u] 1,767,633
< I | 3
Lost Data I Consecutive Lost Datagrams | Maximum Consecutive Lost Datagrams |
Legend
Lost data — Pair 1 — PH-@Hc=E
25,000 — Pairz — ggs=-+d
— Pair 3 — FE-g255(003)
26,000 — Pair 4 — %%5:.5:?%’(@03)
— Pair 5 — “=51E
24,000 4 — Pair§— BLHE2F
22 000 4 — Pair 7 — #*E-2ENE(Q05)
. — Paira — 2N E-2E(003)
20.000
15,000 -
N P a
S1m00n | Successive Packet Lgss Detected, ea
- 1 ~
raom which had over 10% packet loss and lasted
312,000 1 || about 10 seconds|> Discontinuation ©
10,000 | SO u n d
5,000 |
6,000
4,000 -
2,000 A
0,000
0:0

10500

0:15:00

2000

Elapsed time (himm:ss)

12500

- [Pairs: &

|Start: 2004-11-26, 25 10:34

% [E

© Samsung Electronics Co., Ltd.

|End: 2004-11-26, & 11:03:

wh

= Pi.,

|Run time: 00:29:29

]

|Ztopped by user




File Edit Miew FRun MWindow Help

4 IEEIED

g:::[;l |ALL TCPISCRIEP1IEP2I s0 I PG I A I

. E @] G_neif@”

Test Setup | Throughputl E YolP

E Lost Datal E Jitterl Faw Data Totalsl Endpoint Configurationl Datagraml
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secutively

Timing Records | One-Way Delay | ©One-Way Delay | One-Way Delay | Estimated Clock | Maximum Clock Clock Uzed
Group Run Status Completed Average (ms) binimom {m=3 Maximum {ms) Error {m=3) Error {ms)
i = AN Pairs 4,706 58 (1] 1,297 5.623 15.262
i Fair 1 Finished 589 nfa nia nifa nsa nia nia
i Pair 2 Finished 569 [u] [u] il 0,837 2,335 Endpoint
i Fair 3 Finished 589 nfa nia nifa nsa nia nia
i Pair 4 Finished 569 [u] [u] il 0,837 2,335 Endpoint
i Pair 5 Finished 567 175 1 1,192 4,903 7.987 Endpoint
i Pair 6 Finished 569 [u] [u] 1 11,129 15,262 Endpoint
i Pair 7 Finished 567 175 1 1,297 4,903 7.987 Endpoint
i Pair & Finished 569 [u] [u] 1 11,129 15,262 Endpoint
Legend
One-Way Delay —TFar - BT
1,295 — Pair 4 — 22522 F(Qos)
, — Pair 5 — #E-EH=
1200 4 — Pair§ — Eg1s—+2
t — Pair 7 — -2 E{G0s)
Eon — Pair 3 — 22152 FH(Q03)
1,000 [1 ”‘ r —‘ [..
800 +
500
8 | Over 1 secon
5 7o0 h !
2 appening cof
o 600
= 500 4
400
300 o

0:15:00 0:20:00
Elapsed time (himm:ss)

2500

|Start: 2004-11-26, £ 10:34: [End: 2004-11-26, £ 11:03:  |[Run time: 00:23:29

E G € o

|Stopped by user
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Header Quarter Office
Change #3

guipment

IP

Broal
Backbone

— Firevv} i['
L VoliiDsgigpted

Firewall2

Esm  Switch | . 1.
Change#1 ... Ping %egtharlot
........... Change #4
. A Cisco Router
ATM % 98.24.251.1 2
Dedicatecm .
Net

-

ELECTRONICS

0S500

Change List (1~5)

Traffic load balancing by
Firewall; New Path is
marked in RED

. Loop traffic path change

in Backbone

. Removing unnecessary

traffic in broadcast

equipment, and change
its traffic path to ATM to
relieve load in Flrewall 1.

Branch Office _ . N =

© Samsung Electronics Co., Ltd.




&

esign Change Phase #1

=

L}&._ =E

O Node-tO-Node Packet Loss Test

- D
L W,
oY
.

: : : : o WWH*HM'M : ; = : =
g o 3 ) (Rl ) 1 ) (@ L 1]

- i @net | B[] (3] (=] (%] o [ve] (e[ eeim] i} [scieenlemifimoas]e] v =] [0h] eyt
|t | M s Tt | Bt Conb ot | Bitsira mmmmnm|tvollmnm‘!wmllmlmmrmlm Comtpinten | Datagion |
o ...,,.':;"...lm] T e e e e e T |'"-nm':‘::|..w|
W Farves BN mRL e T [
bt i i i Lo ai s s
aun + i
amm n oumem Q EETE Um0 s an ey Y
™ LT o W Ao 2700 P e e 3 amam
i 0 ML " i o 1mm ® oo nam 0 e
Ll LT L h AW A A L) agn e A
¥ 4 »
Lantbmi | Laat b | LantDs | Cimpecwive Loai Dalagtums | Shusmm Cossecvbve Lovi Caisprems |
. . Legeni Logand
'-‘f;m '-‘f;m =T ity —TETTRETIT
i wom | i
oy Ll
L L]
nim nom
o ative OW OT packe S g:;:
i ‘ 1 g
e etween Routers Snm
ik | — o | i
nmm ] Wom
i Ii ™ I ‘ i .
A wm . 1
am | | | l am I { [ l |
s CTRUIRIT ! iy m i | 1m " il
B TR T T LML ”’Euml O o] mm‘ T Wa o ew e Ea “"hu[l "!nlml ! lm'u |;JL I “::ni : En Hul!a” [[nnlml Tiks
Clapand dme {himm s} Elupuad tma (N mmss) Bapsad tma Fimm s}
_— e
PR [T SO R NONH OO T BT R WY W by Ve Fane: ]

T e
ml—m!rmmmw—ﬂmh_
+

[From Test PC to PC in [From Test PC to Router [From Router in HQ to
Branch Office] in HQ Office] PC in Branch Office]

© Samsung Electronics Co., Ltd.



File Edit

Miew Hun  Window Help

[l 1 [5€) [eo[ec]ote] B[ SRk [u]ree]ser[eri]er2] e [re [re

[F] (@] @net

Test Setupl Throughputl f volp [ one-way Delay IE Lost Datal £ Jitterl Raw Data Totalsl Endpoint Configuration | Datagraml

i E AN Pairs
] =

2 Finished

Pair 5 Finished
Pair 6 Finished

3,769 1
3,769

25
)

9,634
6.872

Timing Records | One-Way Delay | One-Way Delay | One-Way Delay | Estimated Clock | Maximum Clock Clack Used
Group Run Status Completed Average (mz) Minimom {ms3 Maximum {ms}) Error {m=) Error {m=3)
22,7286 5 (1] 113 25.828 132,052

Endpoint

Endpoint
Endpoint
Endpoint

[

|

Cne-Way Delay

114,00
110,00

100,00

Q0,00

&0,00

70,00

60,00

50,00

Milliseconds

40,00

30,00

20,00

10,00

0.00

0:00:00

b

02500 0:35:20
Elapsed time (himm:ss)

1:41:40

0:50:00

05820

1:03:20

Legend
— Pair £ — &M 2-3660
— Pair 35— 3660 1S
— Paird — S H-Z

-EEE

Happened in Bac

|Pairs: B

|Start 2005-06-08, 2% 30550 |End: 2005-06-08, £= 4:08:07 [Run time: 01:03:17

© Samsung Electronics Co., Ltd.
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Header Quarter Office

VolRDeglicpted
Ping %egthariot

=, Switch

Packet Loss not entirely
Cisco Router removed since Network
98.24.251.1 Design Change Phase #1

<Network Test after Phase #1>

1. G729 packet test from PC to
Branch Office

ATM isco Router
98.24.251.2 2. In-between node packet
\ / captured using OmniPeek
Branch Office s s | Firewall & Switch - S/W installed in test Srv

—
L

Dedicated ffor Data
etwlork

|

© Samsung Electronics Co., Ltd.
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:WWE Design Change Phase #2
. P

@& Packet Transmission interval of 40 ms
©  Packet Loss happed when going through Firewall
©  Switch maintains Packet Transmission interval

| L] |
FC-EBB BE-FW
0os 0045
e 004 fFF TR A
004 tHr A1 1F 1k T T F T T 0035 H 1 1 {4--F EEEEE ENE E 1-HH 4
w 0035 HH = oo b i
E 003 HeE 44-F- 4-+ 4--} 44-H 4--F 4--F -k E
= = ooes E Sem=
= . PCBE w = ooz |+ 1
T o002 et o
aais HLHHEE L oS H-E AR A AR A FFE A A
aot HeEE L H-LEEH L 00t ekt FEF A AR A A A
aoos HEFHAH-EFEH A 0005 t-FeE AR A A FH-FFHA A
g g gy gy n Y Y S EHER S Y S ZganNEHEEFYEERERE
i o O o o 4O M0 i 4 4D 6 99 d9 G0 &0 G0 O A0 do dD 0D A i i 4 &0 4 o o o 0 & o D & o d d s d s G d db
BShsolute Time Absolute Time
m | |
Fiw-L4 L4-R
08 08
o7
06
] | e e e e ] i E
— =
L I S — Fw-a] | @
= =
ak} i}
oy 08 P o
02 frmmmmmmmrm e
[ I e L e P PP E PP E PP PP EPPEPEEEE] PEPP] EEEE PR EPEr
— g OO T P OO Y T T T T T DO T T T
g O W - - D s @MW o -0 m oD wm o~ - W
o o oo uwi o~ O oo uwd o~ g ood uwd oo oD o uwdood — oF o o — of o o -
o O 0O O - - o o dod o 0o 0 00 00 o= =t =t = U} L
i 6 & & & b o do dd O dd 6 O D G O & & G O 40 4 O 4 @ - g
Absolute Time Absolute Time il
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Final Change \

Header Quarter Office As Firewall makes Packet Loss, network
hone design changed so that packets from
OS500 does not go through Backbone

IP N efvvorf{

Fn“?
]

»EE IssuexThe Risk of Packet Loss still
'._. remains in.Phones used in HQ /
/ 0S500
Firewalll
: P =)
Fir aII2 I

Cisco Rou

Dedicated for Data

Dedicated{ for VolP
Netwlork letwlo

Branch Office #2

Cisco Router
98.24.251.2

© Samsung Electronics Co., Ltd.



ELECTRONICS

E!J!

B ok

o Packet Loss Test

1181 [ Bl Chariot Test - C:WDOCUME~ I'WADMINI~ 1WI1 OCALS~ IWTEMP OR~ I'WContent. IESWBICFMESVWO50726—~1. TST

Edit Window  Help
e e e e s ) ()

"Fle Edt Miew Bun Mindow Belp
(5] [ [ 8 [e) (SR e 2 55

View  Bun

Tost Setup | Theowghput | § VoIP | £ Ore-day oclw'llul?hb!_l Jitns | Rinwe Diatn Totals | Endpeint Configuration | Datagrss | ) Test Setup | Throughput | § velP | § One-way Delay [§ [55ED8E]|[ Jitter| Raw Data Totals | Endpoint Configuration | Datagram |
Timing Records | Byles Sent m | P 1 g Ti Records | Bytes Sent| Bytes R d| Bytes Lost fi P t Bytes Lost| E1 Throughput| M. [ i M | B
s | siwe | "nRESSRRS) eS| o et B gt Pereent v gt Tt e Spanmetts| s [ [ | 2= [ [ e e B [B wagy] Mg [ il
W = An Pairs 4,700 14,135,000 14,114,400 21,600 [RET) " W EAn Pairs 37,934 113,802,000 113,801,760 240 0.000 1
[ Pair 1 Finished B LT 1,764,000 250 (AL 0008 5 1 TETE i Pair 1 Finished 15,968 56,904,000 56,908,920 &0 0,000 0,008 1 56923109
Pair 2 Finished s 100 1,767,000 [} 0000 00 0 1767560 ™ Pair z Finished 15,985 56,535,000 56,557,300 160 0,000 0,008 1 seErzs
Paie 3 Finishod = 1,700 1,764,050 290 01 oo = TR 1 i I
Pair 4 Finished =9 1LL00 1,767,000 0 0o 000 0 TEREET
Pair 5 Finishad WL 1, TS50 B P o0 @™ L mnm Lest Data | cansecutive Lost Dat | Maximum Lost Dat
Pair & Finished LML 1, PET000 0 000 oue o TR Lost dat
Pair 7 Finished =1 00 17820 T80 a4z ot 2 e OSt Cata
Pair & Finianeg = 176000 1,767,000 ] 000 s 0 1,76E7Em 28000
& ' 25,000
Loat Data | Consacutive Lost Datagrans | 24,000
Lost data 22,000
20.000 20,000
T
24,000 18,000
22,000 16,000
©
000
Z14.000
18.000 5
smm 12,000
o 10,000
FIL00
8000
10,000 /
oo 5,000
6000 4,000
4000 ‘
200 h 2,000 l
- aerg || \J | |
o0 [T B30 [E.1 [T 00 T:o000 2:45:40 53 F20:00 11:08:40 135820 15:50:00
Elapsed fme (himmiss) » Elapsed time (himmiss) o

Fairs: 2 Start 2005-07-25 L= #1213 |End: 2005-07-26, @8 11:01:  [Run time: 15:36:56 Siopped by user
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(M Chariol Test = COWDOCUME = 1WADMINI= T WRYDOCLU -~ |WEashoWY Site K FW 2 11 8 WOSCEFE~1. 151

Chariot Tast - CWDOCUME - | WADMINI - WLOCALS ~ | WTEMPOR ~ | WContent. IESWGICIMESVWOS0726-1, TS T
Eile Edit Mew Hun Hiodow Help

Dle Edt Mew 0un Window Help

[ [ [ (st [ = [ [F] (0] @netT| (BEIS] [F] (=] [F] o6 or) Feeme] e [5a ) (R[] erase re]re] (= [ ] (@) @net

Test Setup | Throughput | [ vei [ One-way Detsy |[ Lost Dats | € Jitter | Row Datn Totnls | Endooint Configurtion | Datagram |

Test Selup | Thaowghput | § ot [§ Sne—Way Bolny | § Lost Data | § Jitler | Rav Dala Tolals | Endpoint Configwation | Catagram |
e | men e | T BSSERS] ongta Pos] Ongian opts] Opsity ] Eesmsges o] wasngn 00| coce uses] BB S oot i i | e e | e R |
Faw 1 Finished N [ 1 =l = E Fapent =| B AN Pairs 37038 * o E ET-T] 7.048
b n Pai 1 Finished 18,888 4 1 n 1688 T30 Erdpuint
< > o Pair 2 Finiahed 18,566 ] o T 2473 asr Erdpoint
One-Way Delay -
us One-Way Delay
1w
1,200
1,100 4
1,000 4
w0
a0
@
E 20 4 m
- 1 T T T
5 B Stable Delay under tens of ms
500 F
500 4
0 - 00 4
50 4 200 4
200 4 o0 ]
100 00 4
]
1800
Elapsed fme (himmiss)

© Samsung Electronics Co., Ltd.



&7

ELECTRONICS

Thank you !
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